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ITOCTAHOBJIEHHE KAPAP

oT «07» mronst 2023 roma Ne 15

OO yTBep:k/IeHUH perTaMeHTa [0 aHAIN3Y U YCTaHOBKe 0GHOBJIECHHAMN Ge30MacHOCTH
IIPOrPaMMHBIX, IIPOTPaAMMHO-AMIIAPATHEIX CPE/ICTB 3aIUThH HHGOPMALMH X HHOTO
IIPOIPaMMHOTI0 00eCIIeueH s

B cootserctuM ¢ ®enepansubiM 3akoHOM 0T 27.07.2010 Ne 210-®3 «O6
OpraHU3allMi TPEOCTABICHUs] TOCYNApCTBEHHBIX H MYHHIMIAILHBIX YCIyD» U
llopsimkoM — paspaloTKu ¥ yTBEPIKICHHS ANMUHHCTPATHBHEIX pErNIAMEHTOB
NIpeI0CTaBIECHHUS rocynapccheHHng YCIyr  HCIOJHHUTENBHBEIMA  OpraHaMu
rocynapcTBeHHOU Biactu PecmyOnuku TarapcTan, yTBep:KIeHHBIM IOCTAHOBICHUEM
Kabunera MunuctpoB Pecmy6muku Tartapcran ot 02.11.2010 Ne 880 «O6
YTBEpKAeHUM Ilopsamka paspaboTkM M yTBEPXKIOEHWS  a[MAHHCTPATHBHBIX
PETIIaMEHTOB  NPEAOCTABIEHMs] TI'OCYNAapCTBEHHBIX YCIYT  HCIOJIHHUTEILHBIMU
OpraHaMM TroCyHapCTBeHHOH BiacTH PecrnyOmuku TaTapctan M 0 BHECEHUH
H3MEHEHUH B OTHENbHbIe TI0cTaHOBIeHMs Kabunera Munmnctpos Pecrmy6muxn
Tarapcran» McrnonHuTenbHBIH KoMuTeT HOBOIEIIMHMHCKOTO MYHHIHIIATBHOTO
paiiona Pecrry6muku Tarapcran moctaHoBIsIeT:

l. YTBepauTs mpumaraeMblif perimaMeHT [0 aHAIM3y M YCTaHOBKe OOHOBICHUH
0e30MacHOCTH  NPOTPaMMHEIX, — [IPOTPAMMHO-aINapaTHbIX — CPEJCTB  3allHTEHI
MH()OPMAIMY 1 HHOTO ITPOrpaMMHOr0 00ecreueHus .

2. OnybnuxoBaTh HACTOAINEE [IOCTAHOBIEHWE Ha OGQHMUHUANBFHOM caiiTe
HoBorremmuHCKoro MyRHIMIansHOro paiiona Pecy6muke Tatapcran Ha IToprane

MyHHIUIIANBHEIX  oOpasoBanuil PecnyOmukm Tarapcran B HH(QOpManHOHHO-

TEIEKOMMYHHKaITHOHHOM ceTH «MHTepHET: hitp:/novosheshminsk.tatarstan.ru.
3. KoHTponb 3a HCHONHEHHEM HACTOAIIEr0 IIOCTAHOBIEHWS BO3JIOXHTH Ha

IIEpBOTO 3aMCCTHTCIIA PYKOBOIOHUTCILA HMcnonaurensHOro KOMHUTETA



HogomemmMuackoro MYHHIIHUIIATIBHOTO paf/iOHa
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YTBepKIeH

IIOCTaHOBJICHUEM
HcronHuTensHOro KOMUTETA
HoBomemmvuuckoro
MYHULIUIIATBHOTO paioHa
Pecnybnuku Tarapcran

oT «07» mrons 2023 romga Ne 159

Tumnoro# pernaMenT 1o aHAIU3Y U YCTAaHOBKE OOHOBIEHMH 6€30T1acHOCTH
IIPOTPaMMHBIX, IIPOrPaMMHO-AIIIAPATHEIX CPEACTB 3allMThl MHPOPMAIUK U UHOTO
IIPOrpaMMHOr0 obecredeHus



1. OBIIME ITOJIOXEHM I

1.1. Hacrosimuii perjiiaMeHT 110 aHaIH3y U YCTaHOBKe OOHOBICHHH 0€30I1aCHOCTH
[IPOrPaMMHBIX, IIPOrPaMMHO-AMIIAPaTHRIX CPECTB 3allUThl MH(MOPMALUMK W HHOIO
IporpaMMHoOro obecriedenus (nanee — PermameHT) pa3paboTaH B COOTBETCTBHH C
MeToauKOH TeCTHPOBAHHUS OOHOBIEHUN Oe3011aCHOCTH IIPOTPaMMHBIX, IIPOTPAMMHO-
aIrapaTHbIX CPENICTB YTBEPKICHHOM ®CTIK Poccun ot 28 okTsi0pst 2022 1.

1.2. PernaMeHT ormpejienser MOPSIOK U colepikaHue padboT 110 TECTUPOBAHUIO
[IPOTPAMMHOTO OOECIIeUeHUsl, B TOM 4YHMCIE€ C OTKPBITHIM MCXOIHBIM KOJIOM,
IpeJHa3HaYeHHOIO [l YCTpaHEHHWs YI3BUMOCTEH MPOTpaMMHBIX, MHPOTrpamMMHO-
anrapaTHBIX CpeAcTB (namee — OOHOBNEHHS O€30MacHOCTH), IPUMEHAEMEBIX B
HHGOPMAITMOHHEIX CHCTEMaX, WH()OPMAIHOHHO-TEIIEKOMMYHHKALIMOHHBIX —CeTSIX,
aBTOMATH3MPOBAHHEIX CHCTEMaX YIPABIEHHs, B TOM 4YHCle (YHKIHOHUPYIOIIUX Ha
Oaze  MHQOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON  HHOPACTPYKTYpPBEl  IIEHTPOB
00paboTKH TaHHbIX (Hanee — HHGOOPMAITHOHHEIE CHCTEMBI).

PeriaMeHT MOKET OBITh HCIIONB30BaH IS TECTHPOBAHWS HHEIX OOHOBJICHMIA
IPOrpaMMHBIX, IPOTPaMMHO-aIIapaTHEIX CPEeACTB IO peIleHHI0 oleparopa
HHGOPMAITHOHHON CHCTEMBI.

1.3. Hacrosammit PermaMeHT MOOIEKHUT MIPUMEHEHHIO  OllepaTopaMH
WHOOPMAIIMOHHBIX CHUCTEM IIPU MPUHATAA UMH MEP IO YCTPAHEHHIO YS3BUMOCTEH
IPOIPaMMHBIX, IPOTrPaMMHO-AIIApaTHEIX CPeICTB WH()OPMAIMOHHBIX CHCTEM
B COOTBETCTBHM C TpeOOBaHMSIMH O 3aluTe WHQOpPMAIUH, CoIepKallencs
B FOCYyJapCTBEHHBIX HH(GOPMAIMOHHEIX CHCTEMaX, TPeOOBaHUAMU IO 0OECIIeUeHUIO
Oe3omacHoCTH 3HAYUMBIX 00BEKTOB KPUTHIECKOH HHOOPMAITHOHHOU
uHbpacTpykTypel Poccuiickoit @enepanuu, a TakXke HHBIME HOPMAaTHBHBIMU
IIPaBOBBIMH aKTaMH
1 MeTomudeckumu nokymeHTamu @CTOK Poccumn. |

1.4. VYcrpaHenwe ys3BUMOCTEH B CepTHQHUHUPOBAHHBIX IPOTrPaMMHBIX,
IIPOrPaMMHO-AIApaTHEIX ~ CPEACTBAaX 3aIUTHl MHGpOpMAIMH  00ecTeYrBaeTCs
B IIPHOPUTETHOM TOPS/IKE M OCYIIECTBISAETCS B COOTBETCTBHM C IKCIUTYaTA[MOHHON

JIOKyMEHTAl|eH Ha HUX, & TAKXKe ¢ PeKOMEHalMsIMK pa3paboTIrKa.



1.5. Pemenne 06 ycTaHOBKE IPOTECTHPOBAHHBIX OOHOBIECHHHM 0€30IaCHOCTH
IPUHUMAETCS OIepaTopoM HH(POPMAIMOHHON CHCTEMBI C YYETOM pe3yJILTaToB
TECTHPOBAHKSA W OIIEHKH PHCKOB HAPYILIEHUs (YHKIMOHUPOBAHHS HHPOPMaLHOHHOM
CHUCTEMBI OT YCTAHOBKM TaKHUX OOHOBJICHHH.

1.6. B PernamenTe MCHONB3YIOTCS TEPMHUHBI M ONpPEENeHHs, YCTAaHOBIEHHEIE
HanuoHaNbHBIMH  cTagpapramu ['OCT P 50922-2006 «3amwmra wuHbOpMAIIH.
OcHoBrele TepMuHEL U onpeaeneaus», ['OCT P 56545-2015 «3amura uadopmManu.
Va3zsumocti MH(GOpMALMOHHBIX cucTeM. [IpaBuna onucanus yszsumocteit», ' OCT P
56546-2015 «3ammura wHQOpMAIUHU. YSA3BUMOCTA HH(DOPMALMOHHBIX CHCTEM.
Knaccubukarusa  ysa3BuMocTell  HHQOPMAIIMOHHBIX ~ CHCTEM» W HHBIMH
HaI[MOHAJIBHBIMU CTaHJApTaMH B OOJNACTH 3amUThl MHpOpMauud U oOecreyeHus

“H(pOPMaLMOHHOK 6€30MacHOCTH.



2. TIOPSIJIOK AHAJIM3A OBHOBJIEHUM BE30ITACHOCTU
ITPOI'PAMMHGBIX, ITPOTPAMMHO-ATTIIAPATHBIX CPEJICTB

2.1. Amamuz oO6HOBIeHHH 0€301IaCHOCTH MPOBOIUTCH C I[EIBI0 CBOEBPEMEHHOIO
BESIBJIEHHS B HHX IIOTEHIMAIBHO OIMACHBIX (YHKIIMOHAIBHBIX BO3MOXHOCTEH,
He3a/IeKIIAPUPOBAHHBIX Pa3pabOTUYMKOM INPOrPaMMHBIX, NPOrpPaMMHO-AIIapaTHIX
CPEIICTB, B TOM WYHCJIE IONUTHYECKUX OaHHEpOB, JIO3yHIOB, IPU3LIBOB M HHOH
IIPOTHBOIIPABHON MHbOpMAIHH (Haiee — HeleKIapupOBaHHBIE BO3MOKHOCTH).

2.2. Anamuzy nonanexar oOOHOBIEHMsS O€30IIacHOCTH, HalpaBliCHHBIE Ha
yCTpaHeHHe YsSI3BUMOCTEH, YpOBEHb KPHUTHUYHOCTH KOTOPHIX OIpefielieH B
COOTBETCTBHH
¢ Mertogukoit TecTHpoBaHWA OOHOBIEHMH  0€30MAaCHOCTH  MPOIPaMMHBIX,
IIporpaMMHO-anmapaTHeix cpefacTB yTBepxkaeHHoM DCTOK Poccun ot 28 okTadps
2022 1.

2.3. Jlns ueledl HACTOSIIEro periaMeHTa K IIpU3HAKAM HeIeKITapuPOBaHHBIX
BO3MOXXHOCTEH 0OHOBIEHHH 6€30ITaCHOCTH OTHOCATCS:

, a) MONBITKH oOpameHuit Kk (aiaoBoil cucteme, 0azaM TaHHBIX, JIEKTPOHHOM
o4Te W JApyrod wuHpoOpManuMy, HE HMEIOIIME OTHOMIEHUsS K (YHKIIHOHAITY
0OHOBIIIEMBIX TIPOTPAMMHEIX, TPOIPAMMHO-AITIAPATHBIX CPEICTB;

0) HeZIOKyMEeHTHPOBaHHbIe 00paIleHHs K CTOPOHHUM (HEU3BECTHBIM OIIEPaTOPY)
CEeTeBBIM ajJpecaM H JOMEHHBIM WMeHaM, HE OTHOCAIIMMCS K OIeparopy
UH(POPMAIMOHHOM CHCTEMBI;

B) CHCTEMHBIE BBI3OBHI, XapaKTepHBIE IS BPEIOHOCHOTO MPOrPaMMHOIO
ofecrieueHus (HampuMmep, IOMBITKU 3arpy3kud u3 cetu «MHTepHer» OMOIMOTEK U
MIPOrpaMMHBIX MaKETOB, HE MMEIONIMX OTHOIIEHHUS K (PYHKIMOHAILY NPOrpaMMHOIO
olecrieyeHus, IOMIBITKH IIepexBaTa CEeTeBOro TpauKa IpPyroro IPOrPaMMHOIO
oOecrieyeHus, TOMBITKA MOHHUTOPUHIA [JEMCTBUU IMONB30OBaTeNe ¢ Jpyrum
IIPOrpaMMHBIM 00eCTIeHeHHEM );

I') MOTEHIMAIBEHO OIacHBIe M3MEHEHHS B (haiIoBOM cucTeMe B Ppe3yIbTaTe
YCTaHOBKHM OOHOBIIEHHS, B TOM YMCJIE 3aIpy3Ka M YCTAaHOBKA HEJOKYMEHTHPOBAHHBIX
IPOTPaMMHOT0 oOecIieueHus, ApaiBepoB U OMONHOTEK, HE UMEIOIIMX OTHOIICHUS K

(GYHKIIHOHATY OOHOBIIAEMOTO IPOrPaMMHOT0, IIPOrPaMMHO-AIIIapaTHOIO CPENICTBA;



o) u3MeHeHWs KOH(UTryparmuu cpembl (QYHKIIMOHMPOBAHUS, HE WMEIOIIHNe
OTHOIIIEHUs K OOHOBISIEMOMY IPOTPaAMMHOMY, IIPOTrPaMMHO-AIMIIapaTHOMY CPEICTBY
(HarpuMmep, MOsBIEHHE HOBBIX aBTOMATHYECKH 3arpyKaeMBIX IIPOTPaMM);

€) OTKIIOUEHHE CPEeICTB 3aluThl WH(GOpPMAUd U (GYHKIHUHA Oe30M1acHOCTH
UHbOpMaIUH.

2.4. Anammz oOHOBIeHMH 0e30mMacHOCTH  oOpraHm3yercs (IIPOBOIUTCH)
crenuanucTaMu 1o 3amure uHGQopMmaruu (MHQOpPMAIMOHHOW ©e30macHOCTH)
orepaTopa HHGOPMaIIMOHHOM CHCTeMEI (Iajee — UCCIIe[0BATEND ).

2.5. Ananu3z oO6HOBIeHUH 0€30IIaCHOCTH BKIIIOYAET:

a) MOJITOTOBKY K IIPOBEIEHHIO TECTUPOBAHMS OOHOBIICHHH 6€301aCHOCTH;

0) IpOBEJIEHHE TECTUPOBAHUA OOHOBIIEHHH O€30IIaCHOCTH;

B) opopMIIeHHE Pe3yNIbTaTOB TECTUPOBAHUSA OOHOBIEHMH GE30IIACHOCTH.

2.6. IlogrotoBka K TpOBeleHHIO AHanmza OOHOBIEHHH 6Ge300acCHOCTH
IpelyCMaTpUBAeT MOJIy4YeHHe OOHOBICHHS OE30MaCHOCTH W IIOJTOTOBKY CpPEIbI
TECTUPOBAHHUS.

CrocoOer  moNTyueHHS oOHOBIEHHH 0e30IacHOCTH  OIPeAeIIIOTCS
HCCIIE/IOBATENIEM, HCXOMS U3 €ro BO3MOXXHOCTEH, M He pacCMaTPHBAIOTCS B JAHHOM
Permamenre.

Anannus oOHOBIEHHUH 0€30MTaCHOCTH MPOBOIUTCS B CIEAYIONUX CPeIax:

a) MCCIIeIOBATeNIbCKOM CTEHJE, CIELHalbHO CO3MaHHOM IS TECTHPOBAHHS
0OHOBIIEHMH 06€30ITaCHOCTH HUITH HHBIX IIEJIeH;

0) TecToBOi 30HE HHOOPMAILMOHHONW CHCTEMBI («KIIECOUHHIIEN );

B) HHOOPMALHOHHOM cucTeMe, QYyHKIHOHUPYIOIIEH B IITATHOM PEXKHME.

Bribop cpensl TectupoBaHus OOHOBIEHHE 0e30IaCHOCTH OCYIIECTBIISIET
UCCIIE0BATENb, UCXOMs M3 €ro TEeXHUYECKHMX BO3MOXKHOCTEH M YIpo3 HapyIleHUs
(YHKITMOHUPOBAHUS MH(POPMAITMOHHON CHCTEMEL.

2.7. Ilpu mpoBenecHHMM aHanu3a OOHOBICHMHM 0e3011aCHOCTH B COOTBETCTBUH
C HACTOALIMM PernamMeHTOM MOJDKHBEI IPUMEHSATHCS WHCTPYMEHTAIBHBIE CpeNCcTBa
aHalM3a W KOHTPOJ, (GYHKIMOHATBHBIE BO3MOXKHOCTH KOTOPBEIX 00ecreduBaroT
peam3amii0 IIONOXEHWH Hacrodmiero Pernamenra, HMEIOIHE TEXHUYIECKYIO

TIOIZIEPIKKY U BO3MOKHOCTH aIalTalliK (JopaOdoTKH) 01 0COOEHHOCTH IIPOBOAMMBIX



TECTHPOBaHUH, CBOOOMHO pacHpocTpaHseMble B MCXOMHBIX KOJaX WM CpPEICTBa
TECTUPOBAHHUA cOOCTBEHHOMN pa3paboTKH. Pexomennyercs IIPUMEHSTh
MHCTPYMEHTAIBHBIC CDE[ICTBA aHANM3a W KOHTPOIS, HE HMEFOIIHe KaKux-JT00
OTpaHMYEHWH 1O WX MPUMEHEHHWIO, ajanTaluy (JopadoTKH) Ha TEpPPUTOPUH

Poccuiickoit @enepaiiyy.



3. COIEPXXAHUE PABOT I10 AHAJIM3Y OBHOBJIEHMI BE3OITACHOCTU
IMPOI'PAMMHBIX, TIPOTPAMMHO-ATITIAPATHBIX CPEZICTB

3.1. Obmue TpeboBaHUs K IIPOBEACHUIO TECTUPOBAHH

3.1.1. B xome mnpoBenecHHS aHamu3a OOHOBIEHHH OE30IACHOCTH HOIKHBI
BBIIIOJIHATHCS CIEAYIOIIE TECTH:

a) CBepKa HISHTHIHOCTH OOHOBJIEHHI O€30aCHOCTH;

0) IpoBepKa NOIMHHOCTA 0OHOBJICHHM 0€30IIaCHOCTH;

B) aHTUBUPYCHBIH KOHTPOIb OOHOBIEHUH 6€30IIaCHOCTH;

I') IOHCK OIACHBIX KOHCTPYKIIH B OOHOBIIEHHSX 0€30IIaCHOCTH;

1) MOHHMTOPMHI  aKTMBHOCTH OOHOBIeHMI 0e30macHOCTH B cpene
(YHKIHOHUPOBAHUS,

€) py4YHO# aHaM3 0OHOBIEHNUH 6e30ITacCHOCTH.

3.1.2. llpuBenennsie B myHkTe 3.1.1 Hacrosumero PernamMeHTa TecThl
BBITIOJHSFOTCS 110 PEILIeHWI0 HCCIIeoBaTeNs, HCXOAS M3 BO3MOMKHOCTH ITOJIyYEHHS
0OHOBNIEHHH 0€30TIaCHOCTH PasHBIME crocobamMu u (HIIH) U3 PasHBIX MCTOYHHKOB B
pacmakoBaHHOM (pacmii@pOBaHHOM) BHJE, BO3MOKHOCTH HCCIIEIOBATENS IIO
pacnakoBke (pacmudpoBaHmio) OOHOBIEHHH 6€30MaCHOCTH, a TakkKe HATHIHA
HHCTPYMEHTAIBHBIX CPEINCTB aHaiM3a (KOHTPONSA) M HMHBEIX TEXHHIECKHX
BosMokHOCTeH. Ilo pesympraraM TECTHPOBAHUS HCCIENOBATENh  OMHUCLIBAET
pe3yNIbTaThl KaXK0r0 IIPOBEEHHOTO TECTA.

3.1.3. B ciy4ae BBISBIECHHS UCCIIeIOBaTENeM MPU3HAKOB HeAEKIAPHUPOBAHHBIX
BO3MOXHOCTEH B XO/i¢ IPOXOXKACHUS T€CTa, OHM JOJDKHEI OBITH ITPOAHAITU3UPOBAHEI
IIyTeM PY4HOIO aHaim3a 0OHOBIEHUN G€30I1acHOCTH.

3.2. CBepKa UIEHTUYHOCTH 0OHOBIEHUH 0€30TIaCHOCTH

3.2.1. CBepka HASHTHYHOCTH OOHOBIIEHUI 0€30IIACHOCTH TPOBOIUTCS B CIIydae
BO3MOXKHOCTH 1I0y4eHHsl OOHOBIEeHUH 6e301TacHOCTH Pa3HBEIMH CIIOCO0aMH U (HIIH)
U3 Pa3IMYHBIX UCTOYHUKOB.

3.2.2. CBepka UAEHTUIHOCTH OOHOBIIEHUH 0€30MIaCHOCTH IIPe/lyCMaTpUBAET:

1) monyuenwe oOHOBIeHHS O0€30MACHOCTH pa3HBEIMU crocobamu M (HIIH)

IOIy4YeHne OOHOBIEHHM 0e30IIaCHOCTH U3 Pa3IMIHBIX UCTOUHHUKOB (Hanpumep, ¢ IP-



aJipecoB, PACIONIOKEHHBIX Ha TeppuTopuu Poccuiickor Pejiepanvi, a TakkKe 3a €€
TIpeenamu);

2) pacdeT KOHTPOJNBHEIX CYyMM OOHOBIEHMH O€30MAaCHOCTH, MOTYYEHHBIX
pa3zHBIMU crioco0aMy U (MIIM) U3 pa3NUIHbIX HCTOYHUKOR,;

3) cpaBHeHHe OOHOBIEHHM 6E301TaCHOCTH, IMOJYYEHHBIX PAa3HBIMU CIIOCO0aMU H
(MnK) U3 PasHBIX HCTOYHHUKOB, ITyTEM CPABHEHHS HX KOHTPOIBHBIX CYMM.

3.2.3. Ilo pe3ynbraraM BEIIOJTHEHHS TeCTa IOJDKEH OBITH CHENAH BBIBOZ 00
UAEHTUYHOCTH OOHOBJIEHUH O€30IIaCHOCTH, IOJYYEHHBIX PpasHBIMH CIIOCOOAMH |
(n1M) U3 pa3HBIX UCTOYHUKOB. B ciiyuae CX0/IeHHsI KOHTPOJIBHBIX CYMM OOHOBIIEHUMA
TECT CUHUTAETCS YCHENIHO PO IEHHBIM.

3.24. B cinydae BBIABICHHMS HECOOTBETCTBHHM B KOHTPOJBHBIX CyMMax
oOHOBIEHHH Ge30IIacHOCTH, yKa3zaHHbIC OOHOBIEHMS 0€30IaCHOCTH OJKHEI OBITH
IIPOAHATIU3UPOBAHEI IIyTEM PYYHOT0 aHalu3a OOHOBIEHHUH 0€30TTacHOCTH.

3.3. IlpoBepka MOATMHHOCTHA OOHOBIICHUN 6€30IMaCHOCTH

3.3.1. IlpoBepka OATMHHOCTH OOHOBIEHHH O0€30IIaCHOCTH IIPOBOAMTCS B CIIy4Yae
HalU4hsg y MCCIENOBaTeNsl BO3MOMKHOCTU TONYy4YHUTh (ain(sl) o0OHOBIEHHUS
0e30I1aCHOCTH B pacIiakoOBaHHOM (paciIu(dpOBAHHOM) BHJIE JI0 €T0 YCTAHOBKH B CPEJIE
(QYHKIIMOHMPOBAHMSA, a Takoke NPH HAIHYHM IIPEJOCTABISEMBIX Pa3paboTIHKOM
OOHOBIGHUS INTATHBIX CPEICTB IPOBEPKH MOIHHHOCTH (aiina(oB) OOHOBIECHHS
0e30I1acHOCTH.

3.3.2. IIpoBepka MOITMHHOCTHA OOHOBIIEHUH TIPEIYCMATPUBAET:

pacmakoBKy (paciiugdpoBanue) ¢aitna(oB) oOHOBIEHHS 6€30TTACHOCTH;

OIpelelleHHe KPUTEPHUEB MPOBEPKU IOMIMHHOCTH (haiaa(oB) OOHOBICHHS
OesomacHOoCTH. B KauecTBe KpHTEpHUEB MPOBEPKH IOMIMHHOCTH (aitia(oB)
OOHOBJIEHHSI MOT'YT BEICTYIIATh KOHTPOIBHEIE CYMMEI (aiflioB, SIeKTPOHHAS [TU(POBast
noamuchk (adioB HIM HWHBIE KPUTEPHH IIPOBEPKH MOMIHHHOCTH (aiina(oB)
00HOBIIEHUS 6E€30IIaCHOCTH, IIPEHXOCTABISIEMEIE €T0 Pa3PabOTIHKOM.

3.3.3. Qaiin cuuTaercs MOMJIWHHBIM, €CIIH KPHUTEPHH MPOBEPKH TIOTHHHOCTH
(aitna(oB) 0OHOBIEHHUS OE30MACHOCTH, ONIPEAEIEHHBIA UcceoBaTeneM, HICHTHYEH

KPHUTEPHIO, TIpeIoCTaBIeHHOMY pa3paboTuyiuKoM 0O0HOBIEHHs Oe3omacHoCTH. B cirydae



YCTAHOBIIEHHS MOTHHHOCTH (haiina(oB) 0OHOBIEHHS 6E€30IMaCHOCTH TECT CYATACTCA
YCIIEITHO IIPOHIEHHBIM. |

3.3.4. B cinyyae HeyCIEIIHOTO MPOXOXKAEHMs Tecrta, (aii(el) oOHOBIECHHMH
0e30I1aCHOCTH, B KOTOPHIX BBISIBIICHBI HapyIIEHWs IOJJIHHHOCTH WU MOJIHHHOCTD
KOTOPBIX HEBO3MOXKHO IIPOBEPHTH, IOJIKHBI OBITH MPOBEPEHBI ITyTEM PYIHOT'0 aHAIK3a
oOHOBIIEHHUS 06€30I1aCHOCTH.

3.4. AHTHBUPYCHBIM KOHTPOJIb OOHOBIEHUN 0€301MacHOCTH

3.4.1. AHTHBHPYCHEIH KOHTpPOJIb OOHOBIEHHM OE30MaCHOCTH 3aKJIIOYacTCs B
BBISBIICHHH BPEIOHOCHBIX KOMITBIOTEPHBIX IIPOrpaMM (BHPYCOB) B HCCIELyEMOM
OGHOBIEHIH 6E30MACHOCTH ¢ HCTIOTB30BAHIEM CpeICTB aHTHUBUPYCHOM 3aUThI. [
IIPOBEJICHUS aHalM3a HEeoOXOIMMO HCIIOJIB30BaTh HE MEHee [BYX CpPElCTB
aHTUBHUPYCHOH 3aIIUTHI pa3HBIX pa3pabOTUHKOB.

3.4.2. AHTUBHUPYCHBIN KOHTPOJIb OOHOBICHHH 0€30MaCHOCTH MIPeayCMaTPHBAET:

1) IpoBepKy 0GHOBIEHHIT Ge30IaCHOCTH CPEACTBAME aHTHBHPYCHOMN 3aIIUTH 0
WX YCTaHOBKH;

2) TpOBeNEHHE CHUTHATYPHOIO ¥ OBPUCTHYECKOrO aHamHM3a COIEPIKUMOr0
ONEepaTUBHON mamsATH, ¢GalmoBOH CHCTEMBl M 3arpy304YHBIX CEKTOPOB BCeEX
UCIONB3YEeMBIX HOCHTENeH WH(OPMAIINN I10 3aBEePIICHHUIO YCTAHOBKHM OOHOBIIEHHS
0e30IacHOCTH.

3.4.3. Tect cuuTaeTcs yCHEIIHO IPOMICHHBIM B CIydyae OTCYTCTBHUS IPHU3HAKOB
BPEZOHOCHOW aKTHBHOCTH B (alimax oOHOBNEHHH O€30MaCHOCTH M B CaMOM
MIPOTPaMMHOM OOecTIeYeHIH ITOCIIe YCTAHOBKYA OOHOBICHHH 0€30IIacCHOCTH.

3.4.4. B ciydae HEYyCIENIHOTO MPOXOKAEHUS Tecta, (ain(bl) 0OHOBIEHUH
0€30II1aCHOCTH, B KOTOPEIX BBIABICHBI MPU3HAKH BPEIOHOCHOH aKTHMBHOCTH, JTOJIKHEI
OBITE IPOAHATTN3UPOBAHEI I[yTEM PYIHOIO aHalIk3a 0OHOBICHHH 0€301aCHOCTH.

3.5. ITomck omacHBIX KOHCTPYKIIHH B OOHOBIEHHUSIX 0€30I1aCHOCTH

3.5.1. Ilouck omacHBIX KOHCTPYKIMH B OOHOBIEHUAX 0€30IIaCHOCTH IIPOBOJUTCS
B CIIyYae HaJIMIMs y HCCIIe[oBaTelNs BO3MOXKHOCTU IOMydUTh (Gaii(sr) OGHOBICHNS B
PacmaKoBaHHOM (pacuIu(pOBaHHOM) BHIE IO HITH IIOCIE YCTaHOBKM OOHOBJICHHS B

cpene QyHKIIMOHUPOBAHUS.

*



3.5.2. lloWck OMacHBIX KOHCTPYKIMH B OOHOBIEHHSX Oe€30MacHOCTH
IIpe1yCMaTpUBaeT: |

a) TIOMCK OIIACHBIX KOHCTPYKIIHiT B OOHOBIICHUSX (GE30MIACHOCTH ¢ IPUMEHEHHEM
WHIHKAaTOPOB KOMIIpoMeTaluH, Y ARA-npaBunl u npyrux croco0os;

0) KOHTEKCTHBIM IIOMCK TOJIHWTHYECKUX OAHHEPOB, IJIO3yHIOB H JpPYroi
IPOTHBOIPAaBHOH HHbOPMAMK B OOHOBIEHHSIX 0€30IaCHOCTH.

3.5.3. Tecr cumTaeTcs YCIEIIHO IPOHIEHHBIM B CiIyYae, €CIH OIIAaCHBIE
KOHCTPYKIMU HE BBISABIICHEI. |

3.5.4. B cimyuyae HEyCIENIHOTO IPOXOXKIEHUA TecTa, (aitn(sl) o6HOBIEHUIt
0e30macHOCTH, B KOTOPBIX BBIABICHBI ONACHBIE KOHCTPYKIMH, IOJDKHBI OBITH
MIPOaHATM3UPOBAHEI IIyTEM PYYHOT'0 aHaJIK3a OOHOBIIEHUH 6E3011aCHOCTH.

3.5.5. Ilpu mpoBeneHWH pPydYHOro aHANIM3a MCCIENOBATENEM IOJDKHO OBITH
HICCIIEIOBAHO HA3HAYEHME BELIABJIEHHBIX OMACHBIX KOHCTPYKIIMH, IIOATBEPKIEHA HIIH
OIIPOBEPTHYTa MX OMaCHOCTE.

3.6. MOHUTOPHHT aKTUBHOCTH OOHOBIICHHH GE€3011aCHOCTH B CPEJie TECTHPOBAHMS

3.6.1. MoOHWTOpHHT aKTWBHOCTH OOHOBIEHWH GE€30IIaCHOCTH B  cpejie
TECTUPOBAHUS 3aKIIOYAETCs B IIOINYyYEHHH W aHAJIW3€ CBENEHUM O IIOBEIeHUU
OGHOBJIIEMOT0 IPOTPAMMHOT0, TIPOrPAMMHO-AIIIAPATHOTO CPE/ICTBA B PE3YIIBTATE €TI0
B3aMMOJAEHCTBHA €O cpelod (QYHKIIMOHMPOBAHUS WA APYTHMH POrpaMMaMH, a
TAlOKe aHaJ W3¢ CBENEHMH O B3aUMOJCHCTBUM KOMIIOHEHTOB OOHOBIIEHHOIO
IIPOTPaMMHOI0, IIPOrPaMMHO-AINapaTHOTO CPECTRA.

3.6.2. MOHHTOPHHT AaKTHBHOCTH OOHOBIEHMH (e30acHOCTH B  cpefe
(DYHKIIMOHMpPOBAHMS  IPOBOJHUTCS IIPU  HAIMYMH  BO3MOKHOCTH  YCTAHOBKH
HEeOOXO/IMMBIX HHCTPYMEHTOB B Cpefie TECTHPOBAHHs OOHOBIAEMOrO IIPOIPaMMHOTO,
IIPOrpaMMHO-aIlIapaTHOTO CPe/ICTRA.

3.6.3. MOHHUTOPUHI aKTHBHOCTH OOHOBIIEHWH O0€30IaCHOCTH B  Cpele
TECTHPOBAHH IPENAYCMaTPUBAeT HEOOXOIUMOCTD IIPOBEICHHS: |

a) aHamu3a pPe3yJbTaTOB BBIIOJHEHUS CHCTEMHBIX BBI30BOB OOHOBIEHHOIO
IIPOrpaMMHOT0 00eCeYeHHUS;

0) aHamu3a TONy4YaeMbIX M OTIIPABISIEMBIX OOHOBIEHHBIM IPOTPAMMHBIM,

IIpOorpaMMHO-aIIlIapaTHEIM CPEACTBOM CETCBEIX ITAKETOB,



B) aHamW3a cocraBa (GaiIoBOM CHCTEMBI O M IOCIE YCTAHOBKH OOHOBIICHMS
IIPOrPaMMHOT0, TPOTPAaMMHO-AIIIaAPaTHOTO CPENICTBA;

I') CHTHATYPHOTI'O ITOMCKA U3BECTHBIX YA3BHMOCTEH.

3.6.4. Tect cunraercss yCHEeIIHO INPOWIEHHBIM, €CIIM B XOAE€ MOHHTOPHUHIA
aKTUBHOCTH OOHOBIEHHH O€30MacHOCTH B Cpele TEeCTUPOBAaHWS HE BBIABICHO
[IPU3HAKOB HENEKIapPUPOBAHHBIX BO3MOKHOCTEH.

3.6.5. B ciy4ae HeyCHEIIHOIO NPOXOXKACHHS TecTa, (haiin(sl) OOHOBICHMIA
©€3011aCHOCTH, B KOTOPHIX BBISBIIEHBI IPU3HAKY HEJICKIAPUPOBAHHEIX BO3MOKHOCTEIH,
JOJDKHBI ~ OBITE  IIPOAHATM3UPOBAHBI IIyTeM pPYYHOro aHaim3a OOHOBIICHUI
Oe3omacHOCTH.

3.7. PyyHoii aHanu3 oOHOBIEHUH O6€30MacHOCTH

3.7.1. PyuHoii aHayiu3 0OHOBIIEHUH 0€30IaCHOCTH ITPOBOIUTCS B CITydae, eCIIH I10
pe3yipTaraM BBIITOJHEHHS TECTOB:

a) BBISBIICHBI Pa3IU4us B OOHOBJICHHUSX 0€30TMaCHOCTH, IMOIYUYEHHBIX Pa3HBIMH
crioco0aMu U (WITH) U3 Pa3HbIX HCTOYHHKOB,

0) HeycmemHO TpoHmeH TecT IOMIHHHOCTH (aitia(oB) 0oOHOBICHHS
0e30IacHOCTH;

B) BBUIBIEHBl NPH3HAKH BPEIOHOCHOW aAKTHBHOCTH B (aiiax OOHOBICHUS
0€3011aCHOCTH B pe3ynbTaTe aHTUBHPYCHOTO KOHTPOIIS WIIX MOHUTOPHUHTA aKTHBHOCTH
00OHOBIeHUs 6E30MACHOCTH B cpejie QYHKITMOHUPOBAHHUS,

I') oOHapy»eHbl OIlaCHbIe KOHCTPYKIIHH.

3.7.2. Pyunoii aHanmu3 oOHOBIEHHH 0e30MMaCHOCTH IIPOBOIUTCS B OTHOIICHHU
KOMIIOHEHTOB O0OHOBNEHHI 0€3011aCHOCTH, B KOTOPBIX TI0 Pe3yJIbTaTaM IPOXOXKIEHUs
[IEPEUMCIICHHBIX BBIIIE TECTOB BBIIBIEHBI yKa3aHHBIE B ITyHKTe 3.7.1 HacToslIero
Pernamenta ycnoBus.

B ciywae ecim pydHodl aHanmu3 MPOBECTH HEBO3MOXKHO, MCCIIE0OBATEIIEM
Jenaercss BBIBOA O Hamuyuud B OOHOBIEeHMH O€30IIaCHOCTH  IIPU3HAKOB
HEeJIEKJIapAPOBaHHBIX BO3MOKHOCTEH.

3.7.3. PyuHo# aHann3 0OHOBIEHUSA 0€30I1aCHOCTH IIPeLyCMaTpHBAET:

a) adanW3 JIOTHKH paboTel (B TOM dwHCle JU3acceMONMpPOBaHME MU

JIeKOMITHIISIIHSA OMHAPHOTO KOJa IPY HATMIUH COOTBETCTBYIOIIHX BO3MOKHOCTEN);



0) wmcclenoBaHWE KOMIIOHEHTOB OOHOBJICGHHMS ©O€30IacHOCTH C ITOMOILBIO
OTIIA{YUKOB ¥ TPACCHPOBIIMKOB;

B) IIPOBEPKH HAJIMUYHMsS B OOHOBIECHMM O€30IACHOCTH KIFOYEBOM WH(MOPMAIUH
(maponei, ceKpeTHBIX KITFI0UeH U qpyroil 9yBCTBUTEIBHON HH(OPMAIHH);

) CTaTUYECKOr0 M AMHAMHYECKOTro aHalu3a (IpH HalHYhM HCXOAHEIX KOZOB
0oOHOBIIEHNH O6E30TTaCHOCTH).

3.7.4. Ilo pe3ynbraTaM MPOXOXKICHUS TECTA HCCIIE0BATENEM JENIaeTCs BEIBOL O
IOATBEPKACHUM HAlW4YMd MM OTCYTCTBHs BBIABICHHBIX paHee MPU3HAKOB
HEACKIApUPOBAHHEIX ~ BO3MOXHOCTEM B KOMIIOHeHTe(aXx)  OOHOBISEMOIO
IIPOIPaMMHOI0, IIPOrPaMMHO-AINIAPATHOTO CPEJICTBA.

3.7.5.B ciy4ae eciu IO pe3ylbTaTaM PYyYHOTO TECTUPOBaHHSA B OOHOBIECHHH
OesomacHOCTH BBIABIEGHBI BPELOHOCHOE MporpaMmHoe obecredeHue u  (HIIH)
HE/IeKITapUPOBaHHEIE  BO3MOXHOCTH, yKa3aHHas WH(QOPMAIUS  HaIpaBiISeTCs
B OCTOK Poccuu u HantoHaneHEIM KOOPAMHAIMOHHEINA EHTP MO0 KOMIIBIOTEPHBIM

uHIpAeHTaM (HKLIKH) B cOOTBETCTBUY ¢ YCTaHOBIIEHHBIM PETJIAMEHTOM.
4. ©OPMJIEHUE PE3VJIbTATOB TECTHUPOBAHM

4.1. Pesynprarsl aHanu3a oOHOBIECHHH Ge30IacHOCTH O(GOPMIIAIOTCA B BHIE
ot4eta. B oryeTe NOIIKHEI OBITH OTPaKeHBI ONUCAHNUE TECTOBOM CpEJIBI, CBEIEHUS 00
YA3BUMOCTSX, Ha YCTPaHCHUE KOTOPHIX HAIpaBIeHO OOHOBIIEHHE OE30IIaCHOCTH,
PE3YIBTATEI KAXKOT0 TECTA, IPOBEEHHOTO B COOTBETCTBUM C PA3EIOM 3 HACTOSIIETO
Pernmamenra.

4.2. Oryer aHamm3a OOHOBIEHHS OE30MACHOCTH BKIOYAET CIELYIONHe
CBEJICHM:

a) HaNMEHOBaHKEe 00HOBIEHMS OE30TIaCHOCTH;

0) cBeneHus 0 MecTe pa3MelleHHs OOGHOBIEHHS Ge30IIaCHOCTH, KOHTPOILHEIX
CymMMax OOHOBIEHHs O€30MacHOCTH, JaTe BBIIYCKa OOHOBIEHHS O€30IaCHOCTH,
paspaboTurke 0OHOBIEHHS 0€30MaCHOCTH, BEPCHH IIPOTPaMMHOI0 00eCIIedeHNUS,;

B) CBeIeHHS 00 YE[BBI/IMOCTS{X,- Ha YCTpaHeHHe KOTOPBIX HaIlpaBIeHO

oOHOBIIeHMEe 0e30aCHOCTH;



') HAUMEHOBAaHHUE IPOBEIECHHBIX TECTOB;

1) pe3y/bTaThl aHanu3a (yCIenHO/He YCIeIHO);

€) OnMCcaHMe Pe3yNbTaTOB aHalu3a, BKII0Yas CPEeICTBA IPOBEICHUS aHAIIH3a,
Cpelly TeCTUPOBaHMs, BbIABIEHHBIE IIPU3HAKH HEAEKIApHUPOBAHHEIX BO3MOMKHOCTEH,
OIMCaHKUe IPOBEAEHHBIX TECTOB.

43. ]Jlng TecToB, IO pe3ylbTaTaM KOTOPHIX BBIIBIEHBI IPHU3HAKH
HEJIEKIIapMPOBAaHHEIX ~ BO3MOXKHOCTEH, B OTYeT TECTHPOBAaHHMsS OOHOBICHHUI
Oe30macHOCTH JI0JDKHA OBITH BKITFOUSHA BCS TEXHIYECKas HH(GOpMaLus, HeoOX0[umMast
JUIA TIOSICHEHHS BBIIOJIHEHHBIX B XOJE€ HCCIENOBAHUS OIepalliii U pPe3yJbTaToB,
IIOITyYeHHBIX B XOJI€ MCCIEN0BaHUHA (B TOM YHCJIE BCE OTYETH MHCTPYMEHTAIBHBIX
CPECTB aHaIN3a U KOHTPOJIA).

B oTHOmIEHMH BBISBIEHHBIX NPU3HAKOB HENEKIApPUPOBAHHBIX BO3MOYKHOCTEH
MCCIIeI0BAaTeIeM OIPEJeNSIIOTC OrPAaHUYEHHUs U YCIOBUS, IIPH KOTOPHIX YCTaHOBKA
0OHOBIEHHS 0€30IaCHOCTH BO3MOXHA. YKa3aHHBIE CBEICHMS BKIIOYAIOTCI B OTYET

aHaJM3a 0OHOBJIEHHH OE30IIaCHOCTH.

5. YCTAHOBKA OBHOBJIEHUI BE3OITACHOCTH ITPOI'PAMMHBIX,
ITPOI'PAMMHO-ATIITAPATHBIX CPEJICTB 3AIMTEI MTHOOPMAITNA 11
HHOI'O ITPOI'PAMMHOI'O OBECITEYEHM

Ilpy 1§puHATHH pelIeHHs O pe3ynpTarax TeCTUPOBaHMsA OOHOBICHHUIM
Oe3orracHOCTH

IPOTPaMMHBIX, IIPOrPaMMHO-ANIAPATHBIX CPEACTB pPealU3yeTcs CIeIyFOITHiA
MOPSZOK OIPENENIEHN BO3MOXKHOCTH YCTaHOBKM OOHOBIEHWH IPOTPaMMHEIX,
IIPOrpaMMHO-aINapaTHBIX CPEICTB.

5.1. BEIBOJ 0 BO3MOKHOCTH YCTAHOBKH OOHOBIIEHHH 6€30aCHOCTH.

5.1.1. B oTHOIIEHUM [TPONPHETAPHEIX IIPOrPAMMHEIX, TPOTPAMMHO-AIIAPATHEIX
CPeACTB M CBOOOIHO paCIpOCTPAHSIEMOro MPOIPaAMMHOIO 00ECIEYEHHs BBIBOZ O
BO3MOJKHOCTH YCTaHOBKM OOHOBIeHHsA Oe3omacHOCTH (oOpMHpYeTCs Ha OCHOBE
BBIIIOJIHEHHS CIEYIOIUX TECTOB:

— CBepKa WISHTUYHOCTH OOHOBIEHU# Oe3zomacHOCTH ¥ (MIM) IIpOBEpKa

IIOIJTHHHOCTH OOHOBIIEHHII 0€30IIaCHOCTH;



— aHTMBUPYCHBIN KOHTPOJIE OOHOBIEHUH 0€30IIaCHOCTH M (MITH) TIOMCK OIACHBIX
KOHCTPYKIUH O0e30I1acHOCTH;

—  MOHHTOPHHI'  aKTHBHOCTH OOHOBIEHHMH  0e30macHOCTH B Cpefe
GYHKIMOHUPOBAHHS.

5.1.2. B orHOImeHn 00HOBIEHNH 0€30IIaCHOCTH IIPOrPaMMHOTO 0becrieyeHus ¢
OTKPBITBIM KOZOM BBIBOA O BO3MOXHOCTH YCTaHOBKH OOHOBIEHHS 0€30IIaCHOCTH
(opMHpyeTcs Ha OCHOBE BBIMOJIHEHUS CIIEAYIOMNX TECTOB!

— IIPOBEpPKa MOUIMHHOCTA OOHOBIEHUH 6E30ITaCHOCTH,

— aHTHBHPYCHBIA KOHTPOIb 0OHOBIEHUIT 6€30I1aCHOCTH;

—  MOHHUTOPHHI  aKTHBHOCTH OOHOBIEHWH  Oe30macHOCTH B cpejie
(YHKIIMOHUPOBAHHUS,

- PY4YHOM aHaIHu3 OOHOBIEHUU 0e30TIaCHOCTH.

5.2. Ouenka pe3yJabTaTOB BHIIOIHEHHBIX TECTOB.

5.2.1. Eciy 1o pe3ynbTaTaM BBHIIIONHEHHS TECTOB PE3yIIbTATHl PealH3allii BCEX
TECTOB  SBIAIOTCA  IIONOXKHUTENBHBIMHM, OOHOBICHHE O€30IacHOCTH  SBISIETCS
©€e30I1aCHBIM U €r'0 YCTaHOBKA BO3MOYKHA.

5.2.2. Ecnmu 1o pe3ynbTaraM BBIMOJHEHHS TECTOB PE3yIBTATHI DPealn3aliiy
OJIHOTO MM O0Jiee TeCTOB SBIIOTCS HMOTEHIHANBHO OMACHBIMH M HH OJIUH M3 TECTOB
HE SABIIAIOTCS OIIACHBIME, OOHOBIIEHHE 0€30MacHOCTH MOXKET OBITh YCTAHOBJIEHO IIPH
OIIPE/IETICHHBIX OTPaHUYIEHUSX.

OrpaHudeHHs ONPEEINIIOTCS UCCIESI0BATENEM IO PE3YIIETaTaM TECTHPOBAHUS U
MOryT OBITb YTOYHEHBI ONEpPaTopoM HHGOPMAIMOHHON CHCTEMBI C y4eToM

0ocoOeHHOCTeH ee apXUTEKTYPH U PYHKIIHOHUPOBAHHUS.



