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ITOCTAHOBJIEHHME KAPAP

oT «07» mrons 2023 roma Ne 15

OO yTBepkIeHUr perjiaMeHTa 10 BLISBICHUIO,
aHaJIU3y U YCTPAHEHHIO KPUTHYHAIX YA3BUMOCTE! B MH(MOPMAIIMOHHBIX CHCTEMAX,
SKCIITYyaTUPYyEeMBIX B OpraHe, OpraHu3aliy

B coorserctBuM ¢ DepepanpHbM 3akoHOM OT 27.07.2010 Ne 210-®3 «O6
OpraHu3alvy TPENOCTaBICHHA TOCYJAPCTBEHHBIX M MYHHIUIIANBHBIX YCIYD» U
ITopsiikoM  pa3paGOTKM M yTBEPXKIEHHS aJMHUHHCTPATHBHLIX DPErIaMeHTOB
IPENOCTABICHHS  TOCYJAapCTBEHHBIX  YCIYT  HUCIOJTHHTEIBHBIMH  OpraHaMu
rocynapcTBeHHOM Bractu Pecmybmuxu TaTapcTaH, yTBepKI€HHEIM [TOCTAHOBIEHHEM
Kabunera Munuctpos Pecnybmuku Tartapcran or 02.11.2010 Ne 880 «O6
yrBepxkaenu Ilopsngka pa3paGoTKH H  yTBepKIEHHS  aJMHHHCTPATHBHBIX
PEeriaMeHTOB  IIPENOCTABIEHUSA TIOCYJAPCTBEHHBIX VCIYT  HCHOJHHUTEIbHBIMH
OpraHaMM TOCYJapCTBEHHOW BIAacTH PecnyGnuku TarapcTaH M O BHECEHHH
U3MEHEHWH B OTHelbHBIE IocTaHOoBIeHus Kabunera MummcTpos PecnyOmuku
Tatapcram» VICHIONHATeNbHEE  KoMHTeT HOBOMIEIMHHECKOTO MYHHUITUIIATBHOTO
paiiona PecyGnuku TatapcTaH OCTAHOBIISIET:

1. YTBepauTs npuaaraeMslii periiaMeHT 10 BELIBICHUIO, aHAJIM3Y U YCTPaHEHHIO
KPUTUYHEBIX YA3BUMOCTEH B HMH(OPMAIIMOHHBIX CHCTEMAaX, 3KCIUIyaTHPYEMEBIX B
opramie, OpraHH3aIiH.

2. Omy0nukoBaTh HACTOsIEE IIOCTAHOBIECHHE Ha OQHIHAILHOM caiiTe
HopomemmuHCcKoro MyHuIunansHoro pationa PecryOnwku Tarapcran va IToprane
MYHULUIIANBHBIX  OOpazoBanuii PecnyOnuku TatapctaH B HH(OOPMAIMOHHO-

TEJICKOMMYHHUKAIIMOHHOM ceT «MHTepreT»: http:/novosheshminsk.tatarstan.ru.

3. KouTponb 3a WCHONHEHMEM HACTOSLIErO ITOCTAHOBICHHS BO3JIOXWTH Ha

[IEPBOTO 3aMECTHTCIIA PYKOBOIHUTECIIA HcnonHuTeIsHOTO KOMHTETA



HopowmemmMuHCcKOro  MyHUIMIIAJIBHOIO  paiioHa
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Yr1Bepxues

TIOCTaHOBIICHUEM
HcnonHuTenbHOr0 KOMUTETA
HogonremmuHCcKoro
MYHUIUIATBHOIO paiioHa
Pecry6muku TatapcTan

oT «07» urong 2023 roma Ne 158

THroBO# pernamMenT Mo BBIABICHHIO, aHAHM3Y ¥ YCTPAHEHHIO KPHTHIHBIX
YA3BUMOCTEH B HH()OPMALUOHHBIX CHCTEMAX, SKCIUTyaTHPYEMBIX B OpIaHe,
OpTaHH3aliy



1. OBIIUE ITOJIOXKEHMA

1.1. Hactosimuii PernameHT 10 BEIIBIEHUIO, AHAIIU3Y U YCTPAHEHUIO KPUTHYHBIX
ySI3BUMOCTEH B HMHGOpManuoHHEIX cuctemax (namee — MC) skcmmyaTupyemslx B
opraHe, opranuzanuu (manee — PermamenT) paspaboTaH B COOTBETCTBUHM C
PykoBozcTBOM IO OpraHM3alldy IIpollecca YNPaBICHHS YSI3BUMOCTSIMH B OpraHe
(opranmzanuu) yreepxkaeHHIM OCTIOK Poccuu ot 17 mas 2023 1. ¥ B COOTBETCTBUHU
¢ MeTonuko# OIEHKHM YpOBHS KpPUTHYHOCTH YSI3BUMOCTEH IIPOTpaMMHEIX,
IIPOrpaMMHO-alaparHeIx cpeAcTtB yrBepxkaeHHod GCTOK Poccuu ot 28 okTabps
2022 1.

1.2.  Hacrosmmuii  PernmameHT NOMNEKUT NPUMEHEHHIO OIepaTopaMu
MHQOPMAIMOHHBIX CHUCTEM IIpH NPHUHATHM UMM MEp IO BBIABICHHIO, aHalIH3a U
YCTPaHEHHMIO YSA3BMMOCTEM IIPOIpPaMMHBIX, IIPOTpaMMHO-alIIapaTHBIX CPEJCTB
MH(OPMAIOHHBIX CHCTEM B COOTBETCTBUH C TPeOOBAHUSIMH O 3aIIUTE HH(MOPMAITHH,
comepixaieiics B rocynapctseHHbIX VIC, a Takyke MHEIMH HOPMAaTHBHEIMH ITPABOBBIMHI
akTaMy 4 MetoguueckuMu fokyMentamu @CTOK Poccun.

1.3. BrigBrnenue, aHanus U ycTpaHeHHe YA3BHMOCTeH B CepTU(DHIIMPOBAHHBIX
IPOrPaMMHBIX, IIPOrpaMMHO-alllapaTHBIX  CPeACTBaX  3alllUThl  HWH(OpMAalUK
obecriednBaeTCs B IIPUOPHUTETHOM IIOPSIKE W OCYIIECTBISETCS B COOTBETCTBHH C
OKCIUIyaTallHOHHOM MNOKyMEHTallMed Ha HHX, a Takke ¢ PEeKOMEHIAIUIMHU
pa3paboTauka.

1.4. B PernameHTe HCIONB3YIOTCS TEPMUHBI U OMpeNeieHNs, YCTaHOBICHHBIE
HaryoHaneHeIMK  crapgapramu ['OCT P 50922-2006 «3amwura wuHpOpMAaLUH.
OcHogzble TepMUHBI U onpenenenus», [ OCT P 56545-2015 «3amura nabopmanym.
Vazgumocty uH(MOpMAnMOHHBIX cucTeM. [IpaBuia ONWCAHUA —YI3BUMOCTEW»,
['OCT P 56546-2015 «3ammra HHQOPMAIHH. YSI3BUMOCTH HH(GOPMAIHOHHEIX
cucteM. Knaccubukarnus ys3BuMocTel HHGPOPMAIMOHHBEIX CHCTEM» W HHBIMU
HAallMOHAIBHBIMU CTaHAapTaMyd B 00sacTd 3amuThel MHGOpMAIUu ¥ oOecHedeHUs

HHQOpPMaITMOHHON 0€30TTaCHOCTH.



IensMmu periiaMeHTa sSBIISIIOTC:

— KOOpOUHALMS NeSITEIbHOCTH HCIIONHUTEIBHBIX OPraHOB TOCYAapCTBEHHOH
BracTu PecryOmuku TatapcTan U opraHOB MECTHOTO caMoyIpaBjieHus B PecryOmuke
TaTapcTas 10 BEIIBICHUIO, aHAIM3Y W YCTPAHEHWIO KPUTHIHBIX ysa3pumocteil B VC;

— CO3JIaHH€e OCHOBEHI IS Pa3paboTKH AeTATBHBIX PErJIaMeHTOB U CTAaHAapTOB II0
YIPaBIEHHIO YA3BUMOCTSIMHE C y4eTOM 0COOeHHOCTell (DYHKIMOHHPOBAHHSA OPTaHOB
(oprammzanuii);

— OpraHM3alys B3aHUMOJCHCTBUS MEKIY CTPYKTYPHBIMH IIOAPA3ZCIICHUSIMU

OpraHoB (OpraHuzalyii) Mo BOIpOcaM yCTpaHEHUS YSI3BUMOCTEH.



2. TIOPSIJIOK BBIIBJIEHWS KPUTUYHbBIX VA3BUMOCTEN
ITPOI'PAMMHBIX, ITPOTPAMMHO-ATIIIAPATHBIX CPEJICTB

2.1. B HC [omxHO OCYINECTBISTHECS BBISBICHHE CIEOYIOIIUX THIIOB
YA3BUMOCTEMU:

— HejocTaTKy u(uim) omubKu nporpammuoro obecriedenus (nanee 110) MC u
ee CHCTeMBI 3aIluThl HHpopMaruu (mpanee — C3M). |

— HEJIOCTAaTKM ammapaTHBIX cpenctB MC, B ToMm dmcle ammapaTHBIX CPEICTB
3aITUTEl HHPOPMAIHH.

— OpPraHu3alMOHHO-TEXHUYIECKHe HeJJOCTATKH.

2.2. HenocpencTBEHHBIMH HCIIOIHUTENSIMH MEPOTIPHUSITHH 110 BBISBICHHUIO,
aHATM3Y U ycTpaHeHHuo ysa3sumoctei VC SBISIOTCS aMUHHCTPATOP Oe30MaCHOCTH |
cucTeMHble anMuuucTpaTopsl MC.

Ha orane MoOHHMTOpHHra ysS3BHUMOCTEH W OIEHKH MX NPAMEHHMOCTH
OCYIIECTBIISIETCS BBIABIIEHHE YS3BUMOCTEH Ha OCHOBAHWM JAHHBIX, TTOTYYaeMBIX U3
BHEIIHUX ¥ BHYTPEHHUX HCTOYHUKOB U IIPHUHATHE PEIICHHMM 10 MX IOCIeIyIOIeH
obOpaboTke.

IIponecc ympaBneHHs YsA3BHMOCTSIMM opranmsyercs minsil Bcex MC oprasa
(oprammM3anyMy) M JODKEH IIpeaycMaTpuBaTh IIOCTOSIHHYIO M HENPEepPBIBHYIO
aKTyaJIH3alliio CBeleHNH 00 ysa3BumoctTsx U oobexrax VC. ITpu n3meneHun craryca
yasBumocTell (mpuMmeHuMocTs Kk VMIC, Hanmnure UcrpaBlieHH, KPUTHIHOCTB) JOJDKHBI
KOPPEKTUPOBATHCA CIIOCOOBI MX yCTPaHEHHS.

IIpouecc ympaBieHHs YSI3BUMOCTSIMH CBSI3aH C JPYTHMH TIpoleccaMy |
IIpoLleypaMH IesSTeNbHOCTH OpraHa (OpraHu3alim ):

— MOHUTOPHHI' HMH(OpMAaIMOHHON 0€30MacHOCTH — IIPOIecC IIOCTOSIHHOTO
HaOIIIOJIEHUS U aHalIN3a Pe3yJbTAaTOB PErHCTpalli COOBITUH 0e30MacHOCTH U MHBIX
JNAHHBIX C II€JbI0 BBHIABICHHUS HApyIIEHUH O€30MacHOCTH HH(GOpPMAIMH, YIPO3
6ezonmacHoCTH UHGOPMALIUU U ySI3BUMOCTE;

— OIIGHKa 3allWIIeHHOCTH — aHalW3 BO3MOXXHOCTH  MCIOJIL30BAHMA
oOHapy’KEHHBIX YA3BUMOCTEH U pealiu3allii KOMIBIOTepHEIX atak Ha MIC oprana

(opraHu3zalumn);



— OIleHKa yrpo3 0e30macHOCTH HHQOPMAUXA — BBIABICHME M OLEHKA
aKTYaIBHOCTH YIPO3, peamu3ariusl (BO3HHKHOBEHHE ) KOTOPhIX BoaMoxkHa B VIC oprana
(opra"muzamun);

— yHIpaBleHHe KOH(UTyparueld — KOHTPONh M3MEHEeHHWH, cocTaBa M HACTPOEK
IIPOrpaMMHOI0 U IporpaMMHo-anmnapataoro odecredenus MC;

— yOpaBieHue OOHOBJIEHUSMU — TpUOOpeTeHHe, aHaTW3 W pPa3BEepPTHIBAHUE
0OHOBJIEHUH IIpOrpaMMHOTO o0ecIieueH s B OpraHe (OpraHH3alIiH);

— IpUMEHEHHE KOMIICHCUPYIOIIUX Mep 3alllUThl HHQOpManuu — pa3paboTka U
IpHUMEHEHHEe Mep 3alllUThl MHQOpManuu, KOoTophle mnpuMenstorcs B MC B3amen
OTIENBHBIX MEP 3allUTEl HHOOPMAIINH, MOMIEIKANTHX PEATH3AIUA B COOTBETCTBHH C
TpeOOoBaHUAMM I10 3aIKTe HH)OPMAITHH, B CBSI3H C HEBO3MOIKHOCTELIO UX IIPHMEHEHHS.

YpOBEeHb KPHUTHYHOCTH YS3BUMOCTEH OIEHHBASTCS B IENAX [PHHATHS
00OCHOBaHHOTO peIIeHHs aJIMHUHUCTPATOPaMH Oe30IIaCHOCTH O HeoOXOJUMOCTU
YCTpaHeHHs YA3BUMOCTEHN, BRISBICHHBIX B IIPOIPaMMHEIX, IIPOTPAMMHO-AIIaPaTHEIX
CpeCTBax II0 pe3yibTaTaM aHanu3a ys3Bumoctelt B MIC.

HcxonHbIME JaHHBIMH JUTSL OTIPEIeNCHUS KPUTHYHOCTH YSA3BHMOCTEN SBIISIOTCS:

— 0asa yA3BHMOCTEH IPOrpaMMHOIO 00ECIIeUeHHnsI, IIPOrpaMMHO-AIaPaTHEIX
CpPeIICTB, coJlepikalascs B banke naHHEIX yrpo3 Oe3onacHoctr uadopmarua PCTIK
Poccun (bdu.fstec.ru), a Taxke HHbIE HCTOYHHKH, COIEPKAILME CBEJCHUS 00
U3BECTHBIX YSI3BUMOCTSIX;

— ounuansHEle WHOOPMAIMOHHEIE PECYpChl Pa3spabOTYHKOB MIPOTPAMMHOIO
obecriedenns, IMPOrpaMMHO-ANMAPATHEIX CPEICTB M HCclenoBaresiell B obnacTu
MH(POPMaLMOHHOH 06e30TacHOCTH;

— CBEJIEHHS O COCTaBe U apXUTEKType MH()OPMAITHOHHBIX CHCTEM, MOIyYeHHBIE
10 PE3yJIbTaTaM KX HMHBEHTApPU3allMU W (MJIM) NPUBENEHHBIE B JOKYMEHTAIIHH HAa
UH(OPMAITHOHHBIE CHCTEMBI,

—  Ppe3ynbTaThl KOHTPOJII 3alIMINEHHOCTH HH(MOPMAIMOHHBIX  CHCTEM,
IIPOBEICHHBIE OIIEPATOPOM.

YKazaHHBIE UCXO/HBIE JAHHBIE MOTYT YTOUHSTHCS WJIMA JOTIOJNHITHCS C YIETOM

ocoOeHHOCTeH 00NacTH eI TeNbHOCTH, B KOTopo# pyuknuonupytot MC.



Omenka YpOBHS KPHUTHYHOCTH YSI3BAMOCTEH IIPOrPaMMHBIX, IIPOrpaMMHO-
anrapaTHBIX CPEACTB MPOBOIUTCS aAMUHUCTPATOPAMH Oe30I1aCHOCTH.

Ormenka yYpOBHS KpPUTUYHOCTH YS3BUMOCTEH IIPOTPaMMHEIX, IIPOrpaMMHO-
amnmapaTHBIX CPEJICTB MPUMEHUTEeNbHO K KoHKpeTHOH MC BKIItOUaer:

—  OIpeleleHHe  IPOrpaMMHBIX,  IIpOrpaMMHO-alllapaTHBIX  CPENCTB,
MIOIBEPIKEHHEIX YS3BUMOCTSIM;

— olpezeneHde B HHGOPMALMOHHON CHCTEMe MeCTa YCTaHOBKH IIPOTPaMMHEIX,
IIPOrpaMMHO-allllapaTHBIX CPEACTB, IIOJBEP)KEHHBIX YA3BUMOCTSIM (HampuMep, Ha
NEPUMETPE CHUCTEMBI, BO BHYTPEHHEM CETMEHTE CHCTEMBI, IIpH peau3alliu
KPATHYECKUX ITporeccoB (6u3Hec-mponeccoB) u apyrux cermenrax MC);

— pacdeT YpPOBHSA KPUTHUYHOCTH YSI3BHUMOCTH TIPOTPaMMHEIX, MPOrpaMMHO-

anmapaTHbIX cpenacts B VIC.



3. TIOPSJIOK AHAJIMBA KPUTUYHBIX VS3BUMOCTEN
[TPOI'PAMMHGBIX, ITTPOI PAMMHO-AITITIAPATHBIX CPEJICTB

Ha orame amammsa yS3BAMOCTEH oOmpenenseTcs YpOBEHb KPHTHYHOCTH
ys3BEMOCTed mnpuMenuTensHo kK MC opraHa (opraHu3alidd) M OCYIIECTBIIAETCA
BBISBIICHHE YS3BUMOCTEW Ha OCHOBAaHUH JTAaHHBIX M3 CIIEIYIOMINX HCTOYHHUKOB:

a) BHYTPEHHHE UCTOYHHKH:

— CHCTeMBI yTIpaBleHus] HHOOPMaIMoHHOW HH(pacTpyKTypoi (nanee — UT -
HH(PACTPYKTypa);

— 0a3bl JAHHBIX YIIPABICHUS KOHGUTYPAITHSIMHE,

— noxkymenrtanusa Ha VC;

— DJIeKTPOHHEIEe 0a3bl 3HAHUH OpraHoB (OpraHU3aIHii);

©) 0aza maHHBIX YSI3BHMOCTEH, cojepxamiascs B baHke aHHBIX yrpos
oesonacHocTH HHpopmaruu (nanee — b/IY) @CTOK Poccnu;

B) BHEIIIHWE MUCTOYHUKH:

— 6a3bl JaHHBIX, COJIEPIKAIIIE CBEIEHHS 00 M3BECTHBIX YSI3BHMOCTSX;

— odunmansHble HHQOPMAIMOHHEIE PECYPCHI PazpabOTIMKOB IPOTPAMMHEIX H
IpOrpaMMHO-allIapaTHLIX CPEICTB U HCClenoBaTeliell B 00acTi HH)OPMAITHOHHOK
Ge3omacHOCTH.

McTo4HMKM [aHHBIX MOTYT YTOYHSTHECA WM JIOTOJHATECS C  YUIETOM
ocobeHHOCTeH (HYHKIIMOHUPOBaHUs OpraHa (OpraHu3aIlH)

Ha sramne ananmusa ys3BUMOCTEH W OIEHKH HX NPHMEHHMOCTH BBIMOIHIIOTCS

olepanuu, npuBeneHHse B Tabmuie 3.1.



Tabmuma 3.1

Ne | Hawmmenoranue
Omnucanue onepanuy
/1 OTIepaIHH
1 | Ananus Avanu3 “WHOQOpPMALMK M3 Pa3IMYHBIX HMCTOYHUKOB C ILEIBI0 IIOMCKA
uHQOpMaMH 00 | aKTyalbHBIX W IOTEHIIHAIBHBIX  YA3BAMOCTEM W  OIEGHKHA HUX
YSI3BEMOCTH IPHMEHUMOCTH K HH(OPMAaIMOHHBIM CHCTEMaM OpraHa (OpraHH3alliH).
ArperupoBaHHe ¥ KOPPEILIIHs cOOMPaeMBIX JTAaHHBIX 00 YA3BHMOCTSIX
2 | Onenka Ha ocnose uadopmanuu o0 o0BekTax HHMOPMATHOHHEIX CHCTEM M HX
IPUMEHHUMOCTH | COCTOSHHH olIpeenseTcs IIPUMEHUMOCTE YSI3BEMOCTH K
YS3BHMOCTH HHQOPMAlMOHHEIM CHCTEMaM oOprana (OpraHu3aldi) ¢ IEJBIo
OIIpeNIeIeHus yA3BUMOCTeH, He TpeOyomuX nansHeimeit 0opaboTku (me
PEEBAaHTHBIX ysA3BHMOcTeH). OIeHKa HPUMEHMMOCTH YS3BHMOCTEH
NPOM3BOJUTCA: Ha OCHOBE aHaiu3a HaHHbBIX 00 WUT-undpactpykrype,
NOJIyYEHHBIX K3 0a3 JAaHHEIX YOpPaBICHHS KOHOUTYpAIHIME B paMKax
npoliecca «YpanieHue KoHGurypamueii»; Ha OCHOBE aHAIH3a JJAHHBIX O
BO3MOJKHBIX OOBEKTax BO3JACHCTBHS, IONYYEHHBEIX B PE3yJIBTATE
MOJIEIMPOBaHHA yIrpo3 B pamkax mpomecca «OmeHKa yrpo3»; II0
pe3ynapTaTaM OICHKH 3aIlHIIEeHHOCTH
3 | Ilpunsarue 3ampoc ONONHUTENEHOH HHpOPMAIHH 00 YA3BHMOCTH (CKAHHPOBAHHE
peLueHui Ha | OOBEKTOB, OIEHKa 3aIIHUIIEHHOCTH), €ClId HWMEOIUXCS JaHHBIX
[IONTyYeHHE HEIOCTAaTOYHO AJII IPHHATHA PEIICHIH 10 YIPABICHHIO YSI3BHMOCTSIMHE
JIOIIONTHATEIRHOH
HHbOpPMaUH
4 | [locranoBka 3ampoc Ha BHEIIAHOBOE CKaHHPOBAHHE OOBEKTOB HH(MOPMAIHOHHBIX
3a/1aun Ha | CHCTEM B CIIy4ae HEJOCTATOYHOCTH JIMOO HEaKTYaTbHOCTH HMEFOIITHXCS
CKaHHPOBAHHE JaHHBIX, @ TAKXXE B Cllydae IIONydYeHHs HHGOpManHH 00 YI3BUMOCTH
00BEKTOB II0CTIC IIOCTIeTHEr0 CKaHUPOBAHMS
5 | CxarupoBamue | IToMCK ys3BUMOCTEH W HEIOCTATKOB C IMOMOINBIO aBTOMATH3HPOBAHHBIX
00BEeKTOB CHCTEM aHallM3a 3al(UuIIeHHOCTH. DBpibop 00BEKTOB W BpeMeHH
CKaHMPOBAHUS, YBENOMJICHHE 3aHHTEPECOBAHHBIX MOZpa3IeIeHIH
(HampuMep, CHTYaIlMOHHOIO LeHTpa, moapasaeneaus UT) o mposenenun
CKaHHUPOBAHUA W JaJbHEHINEE CKAaHHPOBAHHE BHIOPAHHBIX OOBEKTOB Ha
HAJIMYHE YI3BUMOCTH
6 | Ouenka OKcIlepTHasl OIEHKAa BO3MOXKHOCTH IIPHMCHCHHS YA3BHMOCTH K
3aIUINCHHOCTH | MHQOPMAIMOHHBIM  CHCTEMaM. B  Xo0[e OIEHKH 3aIlHIIEHHOCTH

OCYILECTBJIAETCS IIPOBEPKA BO3MOKHOCTH SKCIUIyaTallHH YSI3BHMOCTH B
HH(POPMAIIMOHHBIX CHCTeMax opraHa (OpraHH3allii) ¢ HCIIONB30BAHUEM
CpEICTBa 3KCIUTyaTalllK YSI3BUMOCTH, B TOM YHCJIE, B XOJI€ TECTHPOBAHHUS
Ha IIPOHHKHOBEHHE (TECTHPOBAHMS CHCTEMBI 3alllUTHl HMH(OPMAIHHA
IyTeEM OCYIIECTBIECHHS IIONLITOK HECAHKIIMOHHPOBAHHOTO JIOCTYIIA
(Ro3zeiicTBHA) K HHDOPMAITMOHHOH CHCTEME B 00XO0J1 €€ CHCTEMBI 38l THI
HHPOPMAITHH)

Ha ocuoBe Tabmuisl 3.1. B oprane (OpraHW3alliu) TOJDKHO pa3pabaThiBaThCs

JCTaJIbHOC OIIMCaHHC onepauﬂﬁ, BKITHOYAKOIIEE HAMMCHOBAHHUEC onepauﬁﬁ, OIMcCaHue




oIiepalyii, UCIOIHUTENEH, MPOIOIKUTEIEHOCTh, BXOMHBIC K BLIXOIHBIE IaHHBIE.
HetanpHoe onucanue omeparii BKIFOYAeTCs B OpraHU3aliOHHO-PACIOPAIHTETEHEIE

TOKYMEHTEI I10 3alllUTe HHPOPMAIUK OpraHa (OpraHu3aliymn).



4. TIOPSIJIOK YCTPAHEHMS KPUTHUYHBIX VA3BUMOCTEN
I[TPOT'PAMMHGBIX, ITPOI'PAMMHO-ATIITIAPATHBIX CPEJICTB

4.1. Ha sTane onpeneneHuss METOIOB U IIPAOPUTETOB yCTPaHEHH YA3BUMOCTEH
ompeeNsieTCsl IPUOPUTETHOCTh YCTPAHEHHS YA3BUMOCTEH M BRIOMPAIOTCS METOBI UX
yCTpaHeHHs: OOHOBIEHHE TIPOrpaMMHOro oOecredeHuss H (MJIM) TNPUMEHEHHE
KOMITICHCUPYIOIIMX Mep 3allUThl HHGOpMAIy, TakKe IMIPUHUMAIOTCS MepHI,
HalpaBJeHHble Ha YCTpaHEHWE WM MCKIIOYeHHEe BO3MOXKHOCTH HCIIOIB30BAHUS
(9KCIUTyaTallMi) BBISIBICHHBIX YS3BUMOCTEH.

Ha sTame ompeneneHuss METOAOB U IIPHOPUTETOB YCTPAHEHHS YSI3BHMOCTEH
pelIaroTes 3a/1auu:

— OIlpelieIeHHs IPUOPUTETHOCTH YCTPAHEHUS YA3BUMOCTEH;

— BBIOOpA METOJIOB YCTPaHEHHS YSI3BUMOCTEH:

— OOHOBIEHHE TIpOrpaMMHOro obecreuenws © (WIH) IpPHMEHEHHE
KOMIIEHCUPYIOIIMX Mep 3allUTh HH)OPMAITHH.

Ha srame ompejeneHus MeTONOB M IPHOPHUTETOB yCTPAHEHWS yA3BHMOCTEH

BEIITOJTHAIOTCS OIlepalliy, IpUBEIeHHBIe B Ta0auIe 4.1.

Tabmuma 4.1
Ne Haumenopanue onepaitin
e Onwucanne onepanuu
1 | Onpenenenue Omnpenenenye IPHOPUTETHOCTH YCTPAHEHHUS! YSA3BUMOCTEH B
OPUOPHUTETHOCTH YCTPAHEHHA | COOTBETCTBHM C pe3yJibTaTaMH pacyeTa KPHTHYHOCTH
YA3BUMOCTEH YS3BHMOCTEH Ha 3Talle OLEHKH ysi3BUMOCTeH (3Tan 4)
2 | Onpenenenue MeTOOB | Beibop Meronma ycTpaHeHHS YA3BHMOCTH: YCTaHOBKA
YCTPaHEHHS YsA3BEMOCTEH OOHOBJIEHHA MIIM IPUMEHEHHE KOMIICHCHPYIOIIHX Mep
3aIMATH HHHOPMAITHH
3 | Ilpunsarue peleHns o | I[Ipu obHapykeHHH KPHTHYECKOH YSI3BHMOCTH MOXKET OBITH
CPOYHOU YCTaHOBKE | IPUHATO PELICHWE O CPOYHOH yCTaHOBKE OOHOBICHUS
o6HOBNEHNMI MIPOrpaMMHOro obecnedeHuss 00beKTOB UH(OPMAIMOHHBIX
CHCTEM, IIOJIBEPIKEHHBIX YSI3BUMOCTH
4 | Coznanme 3a9BKH Ha CPOYHYIO | 3asBKa Ha CPOYHYIO YCTAHOBKY OOHOBIICHHS HANpPaBIISETCS
YCTaHOBKY OOHOBIICHHSI Ha COITIacOBaHHE PYKOBOIUTEIO NoapasaesneHus T
5 | Ilpunsarue peENIeHH o | IIpu oOHapy:KeHUH KpHTHYECKOH YSA3BHMOCTH MOXKET OBITH
CPOYHOH peanu3anyy | IpPHHATO pelIeHye 0 CPOYHOH pean3anuu
KOMIICHCHPYIOIIHX MEp | KOMICHCHPYIOIUX MEpP 3allUThEl MHQOPMAlMH B Ka4eCTBE
3aIMUTEl HHQOpMALUH BPEMEHHOTO PEIIEHHs JI0 YCTaHOBKH OOHOBJICHHS




Cozmanue

6 3asBKH Ha | 3agBKa co37aeTcs B CIydae, €CIIH ONPEeJEeNeHo, |TOo
YCTaHOBKY OOHOBIEHHS YCTAHOBKA OOHOBIICHUS IS YCTPAHEHUS NaHHOH YA3BUMOCTH

He 3alJIaHIpOBaHa
7 | Coszmanne 3a9BKH Ha | 3asBKa Ha peaTH3alMI0 KOMITEHCHPYIOUIHX MEp 3allHThI
peanu3anuo unpopmanuu GopMupyeTcst Ipd OTCYTCTBHH BO3MOXHOCTH
KOMITEHCHPYFOLTHX MEp | YCTAaHOBKHM OOHOBIIEHHS, a TAKKE B ClIydae HEOOXOAUMOCTH

3amMTHl HHQOpPMALH

IIPUHATHA MEP N0 YCTPAHEHHU yA3BUMOCTH

Ha ocuoBe Tabmuusl 4.1. B oprane (opraHu3aliu) IOJDKHO pa3padarhiBaThCs

AC€TaJIbHOC OIIMCaHHe OHCPaHHﬁ, BKJIIQUArOoIe€ HauMCHOBAHHC onepauﬁifi, OIIKUCaHHe

omnepalyii, HCIIONHUTENeH, MPOJOIKUTENFHOCTh, BXOJHBIE M BBIXOJHBIE TAHHEIE.

ﬂGTaJIBHOC OIIHCaHHueC onepaum‘/’l BKIIFOYACTCA B OPraHU3allHOHHO-PacIIOpAIUTEIIEHBIC

JIOKYMEHTBI 10 3aIMTe HHPOPMAIIUK OpraHa (OpraHu3aIim).

4.2. Ha srame ycrpaHeHus ysI3BUMOCTEH IPUHUMAIOTCS MEphl, HallpaBlIeHHbIe Ha

YCTpaHCHHUE HWJIM HCKIHYCHHUC BO3MOXHOCTH HCIIOJB30BaHHA (3Kcnnya'rau1/m)

YHBBHMOCTeﬁ, BBIABIIEHHBIE Ha 3Tale MOHHMTOPHHIA. HpH 3TOM BBIIIOJIHAIOTCA

OIlcpaliyy, IMIpEaCTaBICHHEIC B Ta6J'IH]'_[e 4.2,

Tabmuma 4.2

Ne Haumenoranne

Onwucanue ornepariu

n/m omepanuu

1 | Cormacosanue Cpounas ycTaHOBKa OOHOBIEHHH IPOTPaAMMHOTO OOECTIEYEHHUS
YCTAHOBKH ¢ | IperBapHTENIFHO COTTIACOBLIBACTCSA C PYKOBOACTBOM IIOIpa3/IelIeHUs]
PYKOBOJACTBOM UT
noapazaencHus UT

2 | TectupoBaHue Brusisnenne IIOTEHIATEHO OITACHBIX (YHKIHMOHATBHEIX
OBGHOBIIEHHS BO3MOKHOCTEH, He3aeKTapupPOBaHHEIX pa3paboTarKoM

IPOrPAMMHBIX, [IPOrPaMMHO-AlIIapaTHRIX CPEJCTB, B TOM HHCIE
IOJMMTHYECKHX ~ OaHHEepOB,  JIO3yHrOB, IPH3BIBOB M  HHOH
IPOTUBOIIPABHOH HMHGboOpManuu (mamee — HeIEKIapHPOBaHHBIE
BO3MOJKHOCTH)

3 | YcraHoeka VYceranoBka OOHOBIIEHMH Ha BHIOpDaHHOM TECTOBOM CETMEHTE
0BGHOBICHUS p | HHQOPMAITMOHHOH CHCTEMBI B LENIX OIPENENEHHs BIUSHHA HX
TeCTOBOM cermente | YCTAHOBKH Ha e¢ (yHKIHOHAPOBAHHE

4 | Ilpunsatue pemenns | B cirydae, ecii HEraTUBHOIO BIIHSHHS OT YCTAHOBKH OOHOBIECHUS HA
06 ycTaHoBKe | BRIOPAHHOM CErMEHTE CHCTEMBI HE BBIABJICHO, IIPUHMMAETCSA PEIICHHE
S — O €ro pacupocTpaHEHHH B CHCTeMe. B ciydae oOHapy»eHHS

HEraTHBHOI'O BIIMSHUS OT YCTAaHOBKH OOHOBJIEHMS Ha BBIOpaHHOM
CErMEHTe CHCTEMBI JalbHEHINee paclpocTpaHeHre OOHOBIEHHS HE
OCYIIECTBIACTCHA, IIPH JTOM [OIIA HeﬁTpaJ'IHSaL'[HI/I YA3BHMOCTH
NPUMEHSIOTCS] KOMIEHCHPYIOLTHE MEPhI 3aIUTEl HHGOpMaIHy

5 | YcranoBka Pacmpoctpanenue OOHOBIEHHS Ha OOBEKTHl HH(MOPMAIMOHHBIX

0OHOBIIEHUS

CHCTEM




6 | ®opMmupoBaHHE V43BEMOCTH, I YCTPaHEHHS KOTOpPhIX He ObUla OIpeneieHa
IIaHa ~ YCTAHOBKH | HEOOXOIMMOCTEH CPOYHOM YCTAHOBKHM OOHOBNICHHH, YCTPAHSIOTCA B
- 5 H. a
SR EGRTEETR XOfie IIAHOBOH yCTAHOBK obHoBneHHH. DOpMHpOBaHHE IUIAH
OOHOBNEHHH OCYINECTBISETCS C Y4YeToM 3agBOK Ha YCTaHOBKY

oOHOBIEHHH
7 | Pa3paborka u | PaspaboTka m mpuMeHeHMe Mep 3amuThl HHGOPMALUH, KOTOPEIE
peamm3amms IPUMEHSIOTCS B HHGOPMAIMOHHBIX CHCTEMaX B3aMEH OTIETbHBIX MEP
KOMIIGHCUDYIOImEYX | SATHTHI nH(OpPMaIHHY, IOIISKAIMUX PEATH3AIHA B COOTBETCTBHHU C
Mep — TpeOOBaHUAMMU TI0 3aIIuTe HHGOPMAIMH, B CBI3H C HEBO3MOXKHOCTBIO
MX YCTaHOBKH, 0OHApyKEHHEM HETaTUBHOTO BIMSIHHUSA OT YCTAHOBKH

uHpopMaHK

OOHOBIIEHHMSI, a TaKKe B CIydae HEOOXOTUMOCTH MPHHATHS MEP 0
yCTpaHeHHusl YSI3BHUMOCTH. K KOMIIEHCHPYIOIIMM MepaM 3allliThI
HH(OPMAIMK MOTYT OTHOCHTBCS: OPTaHH3AIHOHHBIC MEpPBI 3aIMUTHI
MH(OpPMAlHK, HAacTPOHKA CPEICTB 3amMThl WHGOpMAIMH, aHATIH3
coOpiTHlit  Oe3omacHOCTH,  BHeceHHe  W3MeHeHwit B WT-
HHGPACTPYKTYPY

TectupoBanue 06HOBIEHUH IPOrPaMMHEBIX U IIPOTPaMMHO-ANIIAPATHEIX CPEJICTR

OCYIMIECTBIIACTCAd B COOTBETCTBUH C PernamenTtoMm 110 BBIABJIEHWIO, aHaIHU3y H

YCTpaHEHHMIO KPUTHYHBIX yssBuMocTeli B MC skclulyatupyeMmelx B oprase,

OpraHu3anym,

[0 pEIIeHHIO opraHa (OpraHu3alliH) B

cllydae OTCYTCTBHUSA

COOTBETCTBYIOIIUX pe3ynbTaToB TecTupoBanus B BY ®CTOK Poccun.

HpPI HaJIMYHH COOTBETCTBYHOINHX CBEJIEeHUH MOTYT OBITE HCIIOJB30BaHEI

KOMITCHCUPYIOIIHE MEepEl 3allUThl MH()OpMAalMH, IPeCTaBIeHHEIE B OHOJIETEHSX

Ge30macHOCTH Pa3paboTIUKOB MIPOrPAMMHEIX, NPOrPaMMHO-aIIIapaTHEIX CPECTB, a

TaKXKe B ONMCAHMUIX yA3BUMOCTeH, omyonukoBaHHbIX B BJY ®CTIOK Poccuu.

PexoMeHTyeMble CPOKH YCTPaHEHUS YSI3BUMOCTEH:

— KPUTHYECKHUI YPOBEHB OIIaCHOCTH 10 24 4acos;

— BBICOKHH YPOBEHB ONACHOCTH — 10 7 THEH;

— Cpe/IHH yPOBEHb OIIACHOCTH — JI0 4 HelIelb;

— HU3KHUH YPOBEHb OMACHOCTH — JI0 4 MecAIIeB.

B paMkax  BBIIOJHEHWS IOAMpOIECCa pa3paboTKu ¥  pealu3aIliHi
KOMIIEHCHPYIOIIMX Mep 3alluThl HMH(QOPMAIlMM  BBIMOJHSIOTCS  OIEpAIlHH,
IIpUBeieHHEIe B Tabmuie 4.3.

Tabmnuna 4.3.
No HamMenoBanue
Onucanue onepanuu
/I onepanuu
1 | Onpenencuue Mep | Ompenienenre KOMIIGHCHPYIOIIMX MeEp 3aIlUTHl HHQOpPMAIlHH,

3aIUTHl HHpOpMaIHH 1

HeOOXOMHUMBIX IS HEHTpaTu3allMd YS3BHMOCTH JIMOO CHMIKEHHS
BO3MOXKHBIX HEIaTHBHEIX IIOCIEACTBHI OT ee 3KcIuryarauuu. B




OTBETCTREHHBIX 34 HX | XOJE BBITIOJHEHHS JaHHOH OIepanyr JOJDKHBI OBITH OIIpeACIICHBL

pea3aImo pabOTHHKM, y4dacTHE KOTOPBIX HEOOXOOUMO I pealHu3alliu
BLIOPAHHBIX KOMITEHCHPYIOITUX Mep 3alUTh HH(OpMAIHH
2 | CornacoBanue B chygae HeoOXomuMOCTH UpPHBIEYEHUS pPabOTHHUKOB APYTHX
TIPHBIICUCHIS HOApazaeNeHHi I pean3alii KOMIEHCHPYIOIHX MEP 3aIlAThI
PaGOTHHKOR HH(pOpPMAMU PYKOBOIKTENb IIOpa3/Ie/IeHIs 3alMThl COTJIACyeT
MX TIPHBICYEHHE C PYKOBOIUTEISIMH  COOTBETCTBYIOIIMX
MOapa3aciICHHH
3 | Peaymzamnus Peamuzanus opraHm3anMOHHBEIX Mep 3alMThl HHPOPMAIHH
OpraHHM3aIMOHHBIX Mep | IPEAYCMaTPUBAET: OTrpaHHYEHHE HCTIOB30BAHU HT-
3aIUTH HEGOpPMATIHE HHQPACTPYKTYPEl; OpPraHM3aIMs PeKUMa OXPaHBl (B YaCTHOCTH,

OrpaHMYeHHEe  JOCTyIa K  TEXHHYECKHM  CPEICTBaM);
uHGOPMHPOBAHHE U 00yUeHHE IIepCOHATA Oprana (OpraHu3alum)

4 | Hactpoiika cpenctB | OneHKa BO3MOMKHOCTH pealH3aldy KOMICHCHPYIOIIHX MEpP C
3amuTE uHGOpMAnuK | HCTIONB30BAHUEM CPEJICTB 3allUThl HH(GOPMAIHY, BEIOOD CPEACTB
3aMUTE KHEQOpMaIuK (IpH HeoOXoauMocTH). Bemmonaerne paboT
10 HACTPOHKE CPeICTB 3alTUTEI HH(OPMAITHH

5 Opraﬂmaunﬂ aHaH3a Opra.Hnsaum TIOCTOSHHOTO HAOIIOJEHUS U aHanM3a PE3YIBTATOB
CcOOBITHIH 0e300aCHOCTH PErucTpanin COOBITHH 0e30MacHOCTH M HMHBIX JAaHHBIX C ICIBIO
BBIABIICHHS H 6JTOKHp0BaHH${ ITOTIBITOK SKCITITyaTalliH YA3BHMOCTH

6 | Buecenue m3menenuit B | BHecenue usMenennit 8 UT-ua(bpacTpyKTypy BKIIOYAET NEHCTBHSL
UT-madpacTpykTypy II0 BHECEHHIO HM3MEHEHWH B KOHQHUIypalluM NPOrpPaMMHEBIX H
MPOrpaMMHO-aIIapaTHEIX CPENCTB (B TOM WHCIEe, YIAIeHHE
(BEIBE/ICHME M3 DKCIUIyaTAIINH)

Ha ocrose tabnun 4.2 u 4.3. B oprate (opranusaniy) I0KHO pa3pabaTkiBaThCs
JeTabHOE ONMCaHHe OIepalIlyii, BKIFOYAOIee HAMMEHOBAHKE OIEPAIlHii, OIHCAHHE
oIepalui, HCIOIHUTENIEH, IIPOJIODKUTEIEHOCTD, BXOAHbIE U BBIXO/IHBIE JaHHEIE.

JerampHOE  OmMcaHMe ~— OIepalWi  BKIIOYAETCS B OPraHM3alMoOHHO-
pacropsuTeIbHbIe JOKyMEHTHI 110 3almTe HHGOPMALUU oprana (OpraHu3aiumn).

B ciy4ae HEBO3MOXKHOCTH ITOJIydCHHS, YCTAHOBKHU M TECTHPOBAHUS OGHOBIEHHIM
[IPOrPaMMHBIX, IPOrPaMMHO-aNIapaTHBIX CPECTB MPUHUMAIOTCS KOMIIEHCHPYIOLIHE
MePpEI 3aIUTEl HH()OPMAI[HH.

BrI6op KOMIIEHCHPYIOUIMX Mep II0 3aliuTe HWHGOOPMAIMH OCYIIECTBISIETCS
OIIEPATOPOM C Y4YeTOM apXWUTeKTyphl M ocobeHHocTe# ¢yHkimonmuposanus WC, a
TaKXXe CIIOCOOOB OSKCIUIyaTalldM YA3BUMOCTEH IIPOTPaMMHBIX, IIPOTPaMMHO-

allllapaTHBIX CPENCTB.




Komnencupyronmmy — OpraHM3allMOHHBIMH U TeXHMYECKHMMH  MeEpaMy,
HalpaBlIeHHbIMA HA IIpeJIOTBpaIlleHHe BO3MOMKHOCTH 3KCIUTyaTallud YSI3BHMOCTEH,
MOTYT SIBIIITHCS:

— A3MEeHeHUe KOHQHUTYpaluH yI3BUMBIX KomiioHenToB IC, B TOM YHCIE B 4aCTH
IPENOCTABIECHH JIOCTyNla K UX (YyHKOUSM, HCIIOJHEHHE KOTOPBIX MOXKET
CII0COOCTBOBATH 3KCIUTyaTallMy BELIBICHHBIX YI3BHMOCTER;

— OrpaHMYEHHE II0 HCIOJIB30BAHUIO YSA3BMMEIX IIPOTPaMMHEIX, IIPOrPaMMHO-
anmapaTHbeIX  CPEACTB HMIM HUX IEpeBOJ B pPeXUM  (QYHKITHOHWPOBAHUSA,
OIPaHUYMBAIONIMH MCIIONHeHHe (QYHKIHH, oOpalleHne K KOTOPHIM —CBSI3AHO
C HCIIOJIB30BaHMEM BBIABIIEHHBIX YS3BHMOCTEH (HampuMep, OTKITIOYCHHE YS3BHMBIX
CITy>k0 U CeTeBBIX IIPOTOKOJIOR);

— pesepBupoBanue KommoHeHToB KC, Bkmrowas pe3epBHpPOBaHHE CEPBEPOB,
TEJIEKOMMYHHKALMOHHOTO 000pyOBaHUS M KAHAJIOB CBS3H;

— UCTIONB30BAHKE CUIHATYP, PELIAOIIUX IIPABHII CPEICTB 3AIUTEH HHPOPMAIIHH,
obecneunBaroux BegBIeHue B VIC npu3HakoB SKCIUTyaTalluH YA3BUMOCTEI;

— MOHMTOPDHHI HHGOPMAIIHOHHOH OEe30MaCHOCTH M BEIABIEHHE COOBITHIA
OesomacHocti uH(opManuu B WC, CBS3aHHBIX C BO3MOMKHOCTHIO 3KCILIyaTal[Hd

YSA3BUMOCTEH.



